Safeguarding Newsletter

Spring Term 2024

At Alverton Primary School, safeguarding and promoting the welfare of children is everyone’s responsibility and of
utmost priority.
The aim of our termly safeguarding newsletter is to communicate key information to parents concerning safeguarding
and how as a school we aim to keep you informed to actively promote the safeguarding and welfare of all our pupils.
We try to have a different focus each term to provide information that is helpful for our parents about situations that
their children might face now or in the future.

You can find further safeguarding information in the Safeguarding section of our website, including all our previous
Safeguarding newsletters which contain a range of safeguarding information.
http://www.alverton.org.uk/website/safeguarding/85998 , http://www.alverton.org.uk/web/
safeguarding_newsletters_for_parents/652398 and http://www.alverton.org.uk/web/staying_safe_online_-

who _can_help/550827

Online Safety Concern - Emerald Chat

Emerald Chat is an anonymous chat website that encourages users to make new friends by

engaging with strangers.

o It uses several aspects of popular social media platforms, such as feeds and Direct Messaging to encourage
users.

e The app includes a paid ‘Gold’” membership, which allows users to send images, choose the gender of user
they speak to and ‘priority matching’.

e There have numerous reports of risky behaviour over the last few years.

e The platform claims to use Al technology and human moderation to detect nudity and other inappropriate
imagery within the chats.

e Emerald Chat can be accessed via web browser. It does not currently have a mobile app, but it can still be
used on web browser apps such as Safari.

For further information, please visit https://oursaferschools.co.uk/2023/08/10/emerald-chat-safeguarding-

update/

Age Rating: The platform states that all users must be over 18 years old. However, online safety experts
discovered that the age verification is ineffective, with only a self-declaration statement to confirm that
the user is over 18.

wWho cawn [ talk to Lf | am worried about a child?

If you see it, hear it or know about it - report it!
This could be a child being neglected or any other kind of abuse.
Remember - safeguarding is everyone’s responsibility.
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Mr Brown is the Designated Safeguarding Lead NSPCC @
(DSL) for Alverton School and Mrs Wicks and Mrs Cornwall Multi- HELPLINE
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Simpson are the Deputy DSLs. They will always be
L . - v v 0300 123 1116 0808 800 5000
willing to listen to any concerns you may have.

_ help@nspcc.org.uk
If they are not available, Mrs Clemens, Mr Dawe, J

Mrs Daylak, Mrs Hughes, Mrs O’Neill and Mrs ° ® °
hildLine

O’Rourke have all received additional safeguarding
0800 1111
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training, as well as Kayla, Tash and Becca at the
Nursery and will be able to help you.
01736 364087
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Group chats are a type of communication involving multiple users
YOUR GUIDE TO that happen on most messaging platforms. While they have been

around since the invention of online messaging (think chatrooms!),
/ w M popular use has grown in the last decade.
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Once a user creates a group chat
on a messaging platform, they can: @ Olivia's 16th Party
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| Message into the chat
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Tag other group members

Olivia in specific messages
Haha I'm oe @Mia ~—

Who can be in agroup chat? .. Why do young people use them? More than 8 out of 10 parents
Anyone can be in a group chat as long > Stay connected to friends, family, or teammates. e © 0 0 06 0 0 0 0 O
as they are a user on thaF p_IatformA Mg > send important information to multiple people. ﬂﬂ\ﬂ\ﬁ\ﬂ\ﬂ\ﬂﬂﬂﬂ
platforms have age restrictions (usually

13+) but there are not always robust age 2> Discuss specific interests or events with others. are concerned their child will
verification processes in place. be cyberbullied on a group chat.

Set up the sharing and
privacy settings

Olivia James Mia Chris

Add other users as
members of the group

> Organise meetings for school, work, extracurriculars, etc.

Stranger interaction. A young
person may not know everyone
they are in a group chat with,
potentially exposing them to
harmful interactions.

Disappearing messages. A function
of many group chats which allows
users to delete messages or
automatically make them vanish
after a set time (e.g., on Snapchat)
which can present opportunities for
bullying or coercion when sharing
inappropriate images.

The Risks of Group Chats O
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Bullying. Many young people have
'_k reported being left out of group

chats, experienced bullying within
them or have been made fun of in a
chat they weren't included in.

Inappropriate content. If someone
sends in something that is
inappropriate, it may expose a
young person to content they were
not prepared to see.

Image sharing. Young people

“ may feel pressured to share sexual
imagery of themselves. Even if they

choose to share an image with just

one person, they may lose control if

it is shared in a group chat.
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When using WhatsApp, images can automatically save
to the user’s camera roll, unless adjusted in the settings.
This may Ie.ad to y.oung people unintentionally possessing Group messaging functions exist across various social media and
harm.ful or |Ilegal images by default of someone else gaming platforms. The most commmon way 3-17-year-olds interact
sending them into a group chat. online is through communicating via messaging/video platforms.
The most used apps for this are:
WhatsApp Snapchat FaceTime
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0 Information leak. Being in a group
chat could unintentionally lead
to private information being shared,
such as mobile numbers or
live locations.

Excessive screentime. Some group
chats might be receiving messages
24/7, which could draw a

young person’s attention at
inappropriate times!

The most important thing you can do for a young person is

to ensure they know who their trusted adults are and that

they can always talk to them without fear of consequences.

Here are some other preventative steps that you can take:

9 ? Ensure they understand what information should
be kept private.

If a young person does seek your help... sos m

Listen and reassure them that they
have done the right thing.

Talk about appropriate behaviour towards
others online.

Include them in any decisions that follow.

Discuss the risks of sharing nude or
semi-nude images.

Screenshot evidence of bullying NEVER

Enable and review privacy settings together as soon as possible. NDECENT IAGE
INDECENT IMAGE
- use our Safety Centre to help! <3 Only ban the use of the platform OF A CHILD!

Teach how to block, mute and report where necessary for their safety.

other users or chats.

Involve parents or relevant staff if children are at risk.

|Adjust auto-saving settings on WhatsApp. SR G R R e e el

Set family rules and screentime limits on devices. Do not respond directly to

harmful or hurtful messages.
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If you believe a child is in immediate
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