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Internet

A Parent'’s Guide to Keeping
Children Safe from Online Scams

What Is a Scam?

Ascam is a type of fraud. It is a trick or scheme to usually
try to get money, valuable items or personal information
from someone.

Online scams can be found in email or messaging
services, websites, social media platforms or
gaming platforms.

What Scams Might Children Encounter Online?

Some online scams involve offering someone something such as a
prize or free gift by clicking on a link or visiting a website. These links
may contain malware or a form to gain personal information.

Phishing

Phishing involves a scammer luring someone to share personal
information, install malware (disguised as helpful software) or send
money by sending messages or creating web pages to impersonate
a company or person. Phishing can occur through email, messaging
services, phone calls, links in games, social media platforms or fake
websites.

Scammers may contact you through a message or pop-up on a
website that you didn't expect. These messages or pop-ups may ask
you to send money, provide a link which contains malware or ask for
personal information.

Day 2025

A Parent’s Guide to Keeping
Children Safe from Online Scams

How Do | Protect My Child From Online Scams?

= Teach them to think critically about what they see and read online. If something seems
t00 good to be true, it probably is.

+ Teach them to use strong passwords for any accounts they may have and to only share
these passwords with a trusted adult.

» Remind them not to share personal information online such
as in their profiles or when talking to someone online.

- Establish a safe environment and encourage them to speak
to a trusted adult before clicking on any links or entering
any information online.

« Regularly update privacy settings on all devices, apps,
games and websites.

+ Install and keep updated antivirus software on all devices.

What Is a Strong Password?

A strong password is a password that is
hard for a person or computer program
to guess. Strong passwords are long,
contain special characters, numbers,
uppercase and lowercase letters and no
memorable words. These passwords
should be updated regularly and should
not be used across multiple accounts.

How Can | Find Out More Information About Online Scams?

There is plenty of help and advice available if you need mare information about online
scams or staying safe online.

The UK Safer Internet Centre’s ‘Guide and Resources Parents and Carers’ page offers tips,

advice, guides and resources to help keep your child safe online.
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Kerris Class have recently taken
part in a project with St
Michael's Mount and Penlee

Gallery. On Tuesday, they were
invited to a private viewing to
see the part they played in their
latest exhibition ‘The Shape of
Things: Our place in a changing
climate’. Their work looks
fantastic - the exhibition will be
there for the next three months
so please head down and take a
look!




Alverton Primary School’s

production of

éﬁﬁ’j“ H

Wednesday 21st May 2025 at 6.30pm
Thursday 22nd May 2025 at 6.30pm

Music and Lyrics by
Richard M Sherman and Robert B Sherman
Music by Special Arrangement with Sony / ATV Publishing
Adapted for the Stage by Jeremy Sams
Based on the MGM Motion Picture
Licensed Script Adapted by Ray Roderick

This amateur production is presented by
Music Theatre International

All authorised performance materials are also supplied by MTI
www.mtishows.co.uk

AFT



CORNWALL
COUNCIL

PARENT CAFE

With the Autism Support Team k

An opportunity for parents/carers
to speak, be heard and meet whilst
enjoying tea/coffee/biscuits.

10

V) Learn more about autism FEBRUARY
% 2024
& Share your worries with others 9am - 10am

Alverton School
@ Access support networks

For more information, please contact
Miss Atkins



Cornwall Partnership ‘
NHS Foundation Trust

The Trust has its own Out of Hours telephone
support provided by Support Matters
Cornwall. This service operates from 5pm to
9am on weekdays and 24 hours a day at
weekends and bank holidays. The service is
open to all patients (aged 16+) under the care
of the Trust’s mental health services. Support
can be delivered over the telephone, via text,
email or web chat. Call free on 0800 001 4330.

for better mental health

If you’re worried
Cornwall’s 24/7 NHS .
onto your phone for‘ mental health support about a child:

when you mlght Call for free, any time day or night if you are .
worried about your own or someone else’s
need hel'p I/ mental health. The team behind the 24/7 J 0808 800 5000

open access telephone service will listen to

Download this image

you and determine how best to help

Samaritans: o 24 help@nspcc.org.uk
. @ 0800 038 5300
i ditress, srugging o, : www.nspcc.org.uk
cope, or at risk of suicide. Valued Lives:
Si it le wh ienci
116 123 el e T

Every day, 5.30pm - midnight.

fr:mfu @ 01209 901438 t SyT+yO0S /¢Lt! C22Rol Yy

s anyiime, anywere ¢KS /¢Lt! C22Roly]l AYy |t Sy
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O2yURSYOS 2y nmMToOC ocnAyT
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» ON YOUR SIDE
ol NO MATTER WHAT

0800 58 58 58 HECALMZONE.NET/WEBCHA

SPM-MIDNIGHT | FREE | CONFIDENTIAL | ANONYMOUS

WCWAId

West Cornwall Women’s Aid

AT RISK 01736 367539

hitps://www.wewaid.co.uk/helpline




At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

“Fake news” refers to falsified or misleading material presented as a legitimate account of
events. It's often used by malicious actors online to push an agenda, or even by criminals
as a way of making scams more persuasive. Scammers can trick us into handing over
personal information, security details and even our hard-earned cash.

WHAT ARE
THE RISKS?

“CLICKBAIT” PHISHING
SCAMS

A message arrives saying "Have you seen this
video of yourself?" or you might be sent an
attention-grabbing headline about a celebrity
that's been shared on social media. This kind of
“bait” is produced by scammers to drive us to
click on an unsafe link, where malware could be
downloaded to our devices. These scams rely on
our curiosity and our “need-to-know” instinct.

E Ay A

SALES, DEALS &
DISCOUNTS

Some scams appear as adverts, offering a
chance to buy something - such as designer
products, expensive gadgets or tickets to a
popular show - at a reduced price. Such ploys
often include a time limit or countdown, urging
us to hurry so we don’t miss out on the deal. This
pressure encourages us to input personal

details or payment information before pausing
tocheckifit's legitimate.

i
YOU'RE A WINNER! [1
This kind of scam involves fake giveaways,
opportunities or freebies. It could be a message
saying we’ve won a prize draw or competition.
Or it could be a gift, free trial, bonus credit, and
suchlike. It might claim that a package or refund
is waiting. All these techniques are used to
prompt us to share our personal information,
thinking that there’s something to be gained by
doing so.

\4
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FALSE FRIENDSHIPS

Scammers often pretend to be someone

- N

1

they're not to gain their victims’ trust. They
might attempt to convince any children they
connect with that they're a child of similar age
high volume of messages (often with an intense
tone), secrecy, inappropriate levels of intimacy,
guilt tripping, emotional manipulation, threats
or blackmail.
p. AR V¥V mmeramw W
. PANIC MODE A\
To trigger a sense of panic, scammers may
claim that a child’s account has been hacked, or
a virus has been installed on their device, or any
number of other scary scenarios. They may
claim to be able to fix the problem or offer a
solution - if the child hands over control of the
involve impersonating a friend or relative,
| claiming that they're in trouble and need help.
T—_—
Impersonating influential people online is a
common tactic for scammers, who can use
even videos that look authentic. These can be
used to convince us, for example, to buy
products, sign up for so-called “business
schemes - all of which are fake or otherwise
malicious. Many scams also involve the
impersonation of popular companies’ social

with shared interests. Warning signs include a
device or sensitive information. Similar scams
technology to create fake photos, audio and
opportunities” or invest in cryptocurrency
media accounts, as well as those of individuals.

STAY INFORMED

Stay up to date with the latest information and best practice on “‘
cyber-security. See what scam stories are reported in the news and make

note of what tactics were used. Keep up with young people’s digital lives: talk
‘ about what they‘re doing online and use properly endorsed resources to learn what

risks certain sites and apps pose to their younger users.
-

.S N
ENCOURAGE HEALTHY SCEPTICISM
Most scams rely on emotional or psy g into our
humal stincts — whether that's to keep uursalves su'e, help others tlnd answers,
make friends, avoid losing out or to secure something we really want. Encourage
children to recognise that pressure to act and to always consult with an adult -
especially if what's on offer sounds too good to be true.

Meet Qur Expert

Dr Holly Powell-Jones is the founder of Online Media Law UK and a leading expert
in digital safety, media law and young people. Her PhD investigates children’s
understandings of risk online. She works with schools, businesses, and
universities to provide award-winning education on the criminal, legal and
ethical considerations for the digital age. Visit OnlineMediaLaw.co.uk for more.

TN, —~ (N NN
Source: S_e"éiful_\ reference list on guide.pc}g‘e a(’ht(ps://’ct\orlvolcoHege.com/guides/fukefnewsfandfscams
- “<ahat 1 A&

X @wake_up_weds 3 /wuwihenationalcollege

o
TALK TOGETHER

Chat often and openly with young people about fake news, online scams and how

they both work. Encourage them to talk to you about anything they're unsure of or
worried about online. If a child claims to have been scammed, don’t pass judgement.
Blaming the victim may deter young people from asking you for help. Remember: }
adults are scammed just as often, if not more.

V/ VNV N
BE PROACTIVE

Children ir gly use digital di for

play. Don’t wait for a problem to arise before you dlscuss the risk oi scams false
information and fake news. Highlight what to look out for and clearly communicate
under what circumstances the child ought to speak to an adult. Finally, ensure that
they’re aware of the support services that are available to them (such as Childline).

Y /.
n!Ugt

/

National

es ;:,.‘ College’

-

@wake.up.wednesday d‘ @wake.up.weds

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 05.02.2025
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http://www.alverton.org.uk/website/online_safety_for_families/246722
http://www.alverton.org.uk/website/online_safety_for_families/246722
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https://www.cornwall.gov.uk/schools-and-education/schools-and-colleges/school-meals/
http://www.alverton.org.uk/website/pupil_premium/172518
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Stage Struck Theatre Company, Penzance

Criginally
Produced by \

Disney Theatrical
Praductions

Lyrics by
Howard Ashman
& Tim Rice

Baoak by Music by
Linda Woolverton Alan Menken

BEAUTY

BEAST

THE BROADWAY MUSICAL

March 7th - 9th 2025

The Centre, Newlyn

7.30pm. on 7th & 8th. 6.30pm on 9th
2.00pm 8th & 9th

Adults (evenings) £12.50 [matinees) £11
Children {aged 16 or under) (evenings) £8 (matinees) £7
Family Tickets & Group rates available

https://the-centre-newlyn.square.site/

Originally Directed by Raben Jess Raoth

This amateur production is presented by arangement with Music Theatre International
Al authorised performance matenals are also supphad by MTI
wiwvwmitishows.co.uk







